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Limit cyber damage with a well-trained crisis team.

Don't wait until it's too late

A cyber crisis rarely affects only IT. Who takes the lead? What decisions must be made immediately?
Who communicates with stakeholders and the press? In the first hours of a cyberattack, crucial
decisions are made. An unprepared organization loses valuable time. With CCRC’s Cyber Crisis
Simulation, you test and strengthen your crisis team’s effectiveness under realistic conditions.

Why practicing is essential
During this simulation, you experience how your organization performs under pressure
and train for:

o Executive responsibility: Familiarize board members with their role in a crisis.

Rapid decision-making: Procedures become second nature through realistic practice.

Efficient collaboration: Crisis teams jointly practice their approach.

Insight into vulnerabilities: Discover blind spots in your cyber resilience.

Active communication: Clear and proactive communication with stakeholders.

The simulation is suitable for crisis management teams, incident response teams, executive
teams and chain partners who want to jointly practice strategic, tactical, and chain-oriented cyber
crisis scenarios.

TRAINING PROGRAMS

CCRC's training programs are known for their
interactive and educational nature.
Participants actively work to solve a simulated

crisis under the guidance of industry experts.
There is a choice between a Cyber Crisis
Simulation with a fictional organization or a
simulation customized exclusively for your
organization.
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Our training formats CiC gzbfzr
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Realistic, tailor-made simulations to train your incident response R i C Resilience
and crisis team in collaboration and decision-making under Consortium

pressure. The Cyber Crisis Simulations are designed for crisis and
executive teams with a maximum of 10—12 participants, enabling
optimal practice of realistic decision-making under pressure

Cyber Crisis Simulation with a fictional organization
Train goal-oriented action under pressure.
This training simulates a cyber crisis within a fictional organization in your industry, focused on the
main risks to your business operations.It provides a realistic scenario to train team dynamics and
decision-making under pressure. It also allows practice in escalating an IT incident into an executive-
level crisis.

e Duration: 2,5 hours

¢ Location: On-site

« Certificate for all participants, valid as proof for Professional Education (PE)

Cyber Crisis Simulation customized for your organization
Realistic tailor-made Cyber Crisis Simulation.
This training simulates a custom cyber crisis, fully aligned with your organization and processes.
The scenario focuses on specific risks and provides a realistic exercise to test and improve existing
procedures and escalation processes.

¢ Duration: 2,510 4 hours

¢ Location: On-site

« Certificate for all participants, valid as proof for Professional Education (PE)

ABOUT CCRC—

The Cyber Chain Resilience Consortium (CCRC) is a public-private partnership focused on
enhancing cyber resilience across supply chains. CCRC facilitates cyber crisis training and table-
top exercises for organizations throughout the Netherlands, for any type of public or private

sector organization. We believe that collaboration and practice form the foundation for cyber-
resilient operations and chain stability.

WANT TO KNOW MORE OR BOOK A TRAINING?
VISIT WWW.CCRC.NL
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